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DETAILED ACTION 

1 . This Action is in response to Application Number 0981 101 1 received on 15 
March 2001. 

2. Claims 1-37 are presented for examination. 

Claim Rejections - 35 USC §103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 1- are rejected under 35 U.S.C. 103(a) as being unpatentable over Zhang 
et al. (U.S. Patent Number 6,381 ,646) in view of Molitor (U.S. Patent Number 
6,661,799). 

3. Regarding claim 1 , Zhang discloses a method comprising a first machine 
communicating with a second machine using a protocol that sends the first machine's 
network configuration data in an application data sent to the second machine (Zhang, 
col. 1, lines 15-55, Zhang teaches using a Point-to-Point protocol wherein a negotiation 
takes place to configure the network layer, making it inherent that a machine sends its 
network configuration data in order to come to a negotiation); 
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Zhang also teaches making connections through a network address translator so 
as to apparently originate from the address translator without breaking the protocol 
(Zhang, col. 4, lines 47-62). 

However, Zhang does not teach receiving from a network configuration server a 
network configuration not subject to translation by the translating access point; and 

providing according to the protocol said received network configuration to the 
second machine so that said communicating may traverse a translating access point. 

In an analogous art of using network address translators to facilitate peer-to-peer 
application communication, Molitor teaches a system which allows applications to 
request a NAT rule from an external server in the public Global Internet which would 
then provide the configuration of a private network and allow the application to make a 
connection to it (Molitor, col. 9, lines 40-47). 

Therefore, it would have been obvious to on in the ordinary skill in the art at the 
time of the invention to combine Zhang with Molitor in order to allow applications to 
request information concerning address translations to be performed, so those 
applications may send useful information to other applications for the purpose of 
allowing applications to communicate through the NAT device in the absence of defined 
rules for specific channels of communication (Molitor, see Abstract and Zhang, col. 3, 
lines 22-37). 

4. Regarding claim 2, Zhang and Molitor teach the limitations, substantially as 
claimed, as described in claim 1 , including wherein the network configuration data 
comprises a network address, the method further comprising: 
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establishing a tunnel with the first machine for receiving network traffic sent to the 
network address (Zhang, col. 5, lines 20-27). 

5. Regarding claim 3, Zhang and Molitor teach the limitations, substantially as 
claimed, as described in claim 2, including wherein the tunnel is established between 
the network configuration server and the first machine (Zhang, col. 5, lines 1-5). 

6. Regarding claim 4, Zhang and Molitor teach the limitations, substantially as 
claimed, as described in claim 1 , including wherein the protocol is used for 
communication (Zhang, col. 6, lines 35-45). Molitor also discloses facilitating 
communication (Molitor, col. 4, lines 54-55) through applications such as Telephony 
(Molitor, col. 5, lines 40-43). 

7. Regarding claim 5, Zhang and Molitor teach the limitations, substantially as 
claimed, as described in claim 1 , including wherein the translating access point has a 
first interface communicatively coupled with a first network, and a second interface 
communicatively coupled with a second network, the method further comprising: 

associating a network address with the second interface (Zhang, col. 5, lines 30- 
45 and 55-56); 

receiving network traffic from the first machine on the first interface (Zhang, col. 
5, lines 40-51); and 

translating said received network traffic so that it appears to originate from the 
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network address associated with the second interface (Zhang, col. 5, lines 40-51 ). 

8. Regarding claims 6, 17, and 18, Zhang and Molitor disclose a method for 
communicating through an access point coupling plural machines on a first network to a 
second machine on a second network by translating first network traffic so as to 
apparently originate from the access point, comprising: 

receiving a request for a first address of a first machine on the first network 
(Molitor, col. 9, lines 40-41); 

allocating a second address from a server on the second network (Zhang, col. 5, 
lines 30-35); 

providing the second network address in response to the request (Molitor, col. 9, 
lines 41-47); 

transmitting through the access point at least one network packet comprising a 
packet origin, and a data payload comprising the second network address; and 
translating by the access point of the packet origin so that the network packet 
apparently originates from the access point (Zhang, col. 5, lines 40-51 ). 

9. Regarding claim 7, Zhang and Molitor teach the limitations, substantially as 
claimed, as described in claim 6, including: 

establishing a tunnel between the first machine and the server (Zhang, col. 6, 
lines 20-30); and 
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the first machine receiving, through the tunnel, network traffic sent to the second 
address (Zhang, col. 6, lines 20-30). 

10. Regarding claim 8, Zhang and Molitor teach the limitations, substantially as 
claimed, as described in claim 7, including wherein the access point performs selected 
ones of: network address translation, and port translation on the at least one network 
packet (Zhang, col. 5, lines 45-51). 

1 1 . Regarding claim 9, Zhang and Molitor teach the limitations, substantially as 
claimed, as described in claim 6, including: 

providing a network address translation (NAT) based router between the first 
machine and the second machine so that communication between said first and second 
machines is NAT translated at least once (Zhang, col. 5, lines 40-50). 

12. Regarding claim 10, Zhang and Molitor teach the limitations, substantially as 
claimed, as described in claim 9, including wherein the NAT based router is the access 
point (Zhang, col. 5, lines 40-50). 

1 3. Regarding claim 1 1 , Zhang and Molitor teach the limitations, substantially as 
claimed, as described in claim 6, including: 

communicatively coupling the server to the second network such that network 
traffic from the server reaches the second network without translation (Molitor, col. 9, 
lines 40-46). 
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14. Regarding claim 12, Zhang and Molitor teach the limitations, substantially as 
claimed, as described in claim 1 1 , including wherein the second network is the Internet 
(Zhang, col. 4, lines 60-65). 

1 5. Regarding claim 1 3, Zhang and Molitor teach the limitations, substantially as 
claimed, as described in claim 6, including wherein the packet origin address is the first 
network address (Zhang, col. 5, lines 30-40). 

16. Regarding claim 14, Zhang and Molitor teach the limitations, substantially as 
claimed, as described in claim 6, including: 

executing a networking application program, said program issuing the request for 
the first address of the first machine, and storing said provided second address as the 
data payload (Zhang, col. 5, lines 30-35, Zhang teaches establishing a session with a 
second address, where it is inherent that the address is stored); 
wherein the networking application program is unaware of said translating (Zhang, col. 
5, lines 40-50). 

17. Regarding claim 15, Zhang and Molitor teach the limitations, substantially as 
claimed, as described in claim 6, including wherein the first machine comprises: 

a network interface communicatively coupled to the first network (Zhang, col. 5, 
lines 55-56); 
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a first memory for storing an operating system providing network services 
(Molitor, Fig 3, 110); and 

a second memory for storing a network driver communicatively coupling the 
network interface to said network services, said network driver performing said 
allocating the second address, and providing the second address responsive to the 
request for the first address (Zhang, col. 5, lines 35-50). 

18. Regarding claim 1 6, Zhang and Molitor teach the limitations, substantially as 
claimed, as described in claim 15, including: 

executing a networking application program which issues the request for the first 
address (Molitor, col. 9, lines 39-41); and 

the network driver providing the second network address responsive to said 
networking application program request (Molitor, col. 9, lines 42-46). 

19. Regarding claim 1 9, Zhang and Molitor teach the limitations, substantially as 
claimed, as described in claim 18, including facilitating communication (Molitor, col. 4, 
lines 54-55) through applications such as Telephony (Molitor, col. 5, lines 40-43) and 
connecting to an external server for a network configuration. However, Zhang and 
Molitor do not explicitly state notifying the network driver of success/failure of said 
establishing; and notifying said program of said success/failure. 
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It would have been obvious to one in the ordinary skill in the art at the time of the 
invention to incorporate notifying of success/failure in order to present the status of the 
request made by the application. 

20. Regarding claim 20, Zhang and Molitor teach the limitations, substantially as 
claimed, as described in claim 19, including wherein: 

the application program telecommunicates with the network driver; and 
the endpoint telecommunicates with the server (Molitor, col. 5, lines 40-43, Molitor 
teaches facilitating communication through Telephony). 

21 . Regarding claim 21 , Molitor discloses a method for a first machine on an local 
area network (LAN) to communicate with a wide area network (WAN) through an 
access point configured to alter LAN network traffic so that it appears to originate from 
the WAN, the method comprising providing a WAN address to said program so that said 
program can embed the WAN address within the network traffic data (Zhang, col. 30- 
50). However, Zhang does not disclose: 

providing layer-based network services including an application layer, a network 
driver layer, and a session layer, wherein said driver is called before said session layer; 

executing an application program configured to identify a first address of the first 
machine, embed said identified first address within network traffic data, and send said 
network traffic data to a communication endpoint; and 

establishing a first communication session between said program and said driver, 
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a second communication session between said driver and the server, and a third 
communication session between the server and the said endpoint. 

In an analogous art, Molitor teaches providing layer-based network services 
including an application layer, a network driver layer, and a session layer, wherein said 
driver is called before said session layer (Molitor, Fig. 3); 

executing an application program configured to identify a first address of the first 
machine, embed said identified first address within network traffic data, and send said 
network traffic data to a communication endpoint (Molitor, col. 9, lines 39-41) ; and 

establishing a first communication session between said program and said driver, 
a second communication session between said driver and the server, and a third 
communication session between the server and the said endpoint (Molitor, col. 9, lines 
39-46, Molitor teaches connecting to an external server). 

Therefore, it would have been obvious to on in the ordinary skill in the art at the 
time of the invention to combine Zhang with Molitor in order to allow applications to 
request information concerning address translations to be performed, so those 
applications may send useful information to other applications for the purpose of 
allowing applications to communicate through the NAT device in the absence of defined 
rules for specific channels of communication (Molitor, see Abstract and Zhang, col. 3, 
lines 22-37). 

22. Regarding claim 22, Zhang and Molitor teach the limitations, substantially as 
claimed, as described in claim 21, including: 
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contacting a server on the WAN to obtain the WAN address (Molitor, col. 9, lines 
39-43); 

However, Molitor does not disclose receiving a call setup from said program for 
the endpoint', establishing a call from the server to the endpoint; connecting said 
program call to said driver; and transparently forwarding said program call by said driver 
to the server. It would have been obvious to one in the ordinary skill in the art at the 
time the invention was made that connecting to a server includes establishing a 
connection. 

23. Regarding claim 23, Molitor teaches the limitations, substantially as claimed, as 
described in claim 21 . However, Molitor does not explicitly state wherein the session 
layer comprises the Microsoft Winsock Application Programming Interface. It would 
have bee obvious to one in the ordinary skill in the art at the time of the invention that 
the session layer comprises the Microsoft Winsock API because it is used to create 
applications that access low-level functions of TCP/IP. 

24. Regarding claim 24, Molitor teaches the limitations, substantially as claimed, as 
described in claim 21. However, Molitor does not explicitly state wherein said network 
services are arranged according to the ISO/OSI model. It would have bee obvious to 
one in the ordinary skill in the art at the time of the invention that said network services 
are arranged according to the ISO/OSI model because it is the standard model for 
networking protocols and distributed applications. 
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25. Claims 25-37 include an apparatus performing the method contained in claims 1- 
24. Therefore claims 25-37 are rejected from the same art in the rejection of claims 1- 
24. 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to J. Bret Dennison whose telephone number is (703)305- 
8756. The examiner can normally be reached on M-F 8:30am-5pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, David A Wiley can be reached on (703)308-5221 . The fax phone number 
for the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 

J. Bret Dennison 
Patent Examiner 
Art Unit 2143 
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